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FAL K FMEFEHL Abstract

Research on Risk Management of Shougang Cold Rolled Baking
Line Information System Integration Project

Abstract

Iron and steel enterprise information system is a complex project, it is both at technology
based project is a managed project, Shougang Group is basically completed the four layer
steel information system construction, from basic automation to the production process
control, to the Manufacturing Execution MES,and finally to the construction of the enterprise
ERP has information data islands scattered around the gradual integration together to achieve
the data setto form a system of systems and architecture. In this paper, in-depth study of
integrated project risk management, combined with the construction of the project of
Shougang cold rolled hood retreat status, Shougang cold rolled cover back integrated
information system architecture and construction process to analyze the use of project
management knowledge, Shougang cold rolling the future developmentof profound
significance.

In this paper, on the basis of detailed understanding of the Shougang cold rolledhood
retreat integrated information system project to explore and understand the risk management
of integration projects at home and abroad, the original cold-rolled the status of information
systems for analysis, a clear Shougang cold rolled hood retreat integration information
system importance and necessity of risk management; use of checklists, risk matrices, risk
calculation of risk management on risk identification,Shougang cold rolled hood retreat
integrated information system project to determine the scope of the project risks, develop risk
coping strategies. Focus on integrated information system, Shougang cold rolled hood retreat
from the risk assessment of the project to start research projects at different levels and
different departments, all of the risks of the different stages of integration into the strategic
planning of the project throughout the implementation of project activities and role of , to
analyze and quantify the risks of the project, management of project risk response. Obtained
in the integrated information system project is aimed at optimizing the overall results of risk
analysis, assessment, prevention security risk allocation strategy and protection principles.

The paper studies the security configuration and protection principles of risk prevention,
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Fib K F M FLEH T Abstract

Shougang cold rolled under construction with a strong practical significance. Cold-rolled
better using the information system resources, deepen management, system optimization

measures are in place and improve competitiveness in the market for cold-rolled Company.

Key words: Risk Management; Integration Project; Risk Assessment; Risk control
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41 WAL ERBERAZENTBAREERNERBE

HRAHBRERRAERTE, RAVEILAREL, BARAAEANRENLEE
77, RN TN TE KSR RRATEER, BEkinf & Rz ERERERNR LT
BEBENLLAZELRBN. EHEHKRENE, ROFEIENARILAF. HARLH
Fm I REA T A, ETRENARRAREATRTRNERM LR HERE
ERRHEFRE, WERAHTRFERE. E0H LHEMBZRHB, &£7NizS4el
BUFTREEE B, REAR. RERN, SEEAKEXRTHSHERIE, 3
FAsE, ERETAK, UEFHRMLER. TEPELAERE, ARRERRE, X
FIALERR TS B, 74T HEHARRRTEF KX, PR RWH R
fetmRg, W E # 5% BiREE SRR R E I TR GER LUKHL.

42 AL EREE ARSI BRXEE IR

TR THEROAREE, REEMEEROARERRE, BREAHEXERE,
RRFESHAMEEAREEE. EHNERERNERRAERIBIES, B
SR TAE R HIE MR, Bk 4.1.

F4.1 HHKRER
Table 4.1 Planning Checklist
KBS THEAR

RAEMH, TR 20 KEMEFBREGRAOM, TR 40 EPMBRENTADMN, 52
TR | R4 NMBEKHALEmE R,

EHATHM, MR MES RE. DARGKH 20 KEMFBRENENALFH
MR RLAD, 2503 MES R4, OA RENARRELH#TRAT, ERENHARY
(BEHRER) ABRZLERERTAER). (NG (CRAER-DALNR).
(HRFERETRE) UE (DERREZEE) F3085 10 K4

HAZE | PEAMNEATHT R, HEREYERE, HXRSRENSEINRETRAR, 5
B ABEER). (MERL). (BARZLRME) MXBERGRIE, BRI
AEEAY, NALARNREEEHE. HHR. ARBRURRERERMEZ
8 7 TN A R B R B R IARHAT R

RREBE AHTHERRIRG . RERANEEATR SHEHTARSRE
- 21 -



R K F 4+ P F 4 FEWALERELALE AR B AL 2A bR

HRTRAI RS S RITE R AN EERE, EMRRIER. £ RK TSR E
BER. RENFETRSIBAERIGSE, SEMERRIEPRESEHH. KB
RELHRBE, MEEWNFEN, TREARANBLERTURBMHEXMEE.
BIEREAREKFE, HARRIBHRR RN EAEE, RERS THER,
A R HATIERRIHIT . BAREKIRAIPEE, FELME. Wb THARLHE
A& TS . RV RE R, PP SEREANA B BRI R IR B H R E B2
EXEHT TRENSH. R 4.2 FIXTE SRR A AT T B E.

K42 REFHRER
Table 4.2 Security level assignment table

F% | B Py
5 | BRE | AARRAETHRSNTHERNERFEETE, FEEE
4 B | R RETRENMEERNERLR™E, &
3 | % | ARRRETRSMNTBEERNERTE, WREE
2
1

& | HRBRETVESNTEERNERRABE, FAEE
RIE | HRBRETRINMEGERNERREAMD, FEE, BEREAT

BHER LR ZEREKIRG]. HHS55W, BRMYEHIFEERRITES.
REKAHTRGERE. R43FIHTHE P EMRRREGAREREREE. FES W
T —BoREMREERNGEEREE, BHITHBXEINRERE;
H—#Ro TAERX £ B RN EBATHZE T, BHLFRENLZERBME, Hxt
REHATHERR Y, RRSTRABRIRKRSERR . &4 RS IPETHHRL
S RBEXRESMAER. EENKEEERTRIIANNEEIG, £EENN
FREHE T REEEHE, MARREMNREER. RABEHITER.

BHNREE R B TREBGARN, & MEHRENESEESEN. BT
TRARZRAZZEWBRE, FURKIBRUNUHERE SERFERERE
AE%$ﬁéiioﬁﬁﬁﬁ%§—E%ﬁﬁﬁﬁ,ﬁE%ﬁDm%ﬂ,&m%%x%%
ERATES, SEURHAEERANTE KR, XRERRKNFE, EREBMEGH
BMAEEREE, MORXLEXEHEBAEENEW, RIELELTHERER.
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# 43 ARG TGS
Table 4.3 List of project risks
S% | KT | RRER B 5 R R 2% TEEtE | EEREA
11| ARFHERR B, BB, KKE 10% =
Ez 12 | BB R W K3 R % | &
13 MW | EEERNTE, BRED, HRRERKE | 20% &
21 | REEAREE | HENRER CPU. BIR. BB, AR | 20% &
AT | 22 | ke REFASKME . BB EERk 1 A 5 b 20% 1%
i? > %ﬁﬁfﬂﬁ EOABHERBRAD. FE. ERE | so% | &
24 REEE P LEWT T HIREE 10% G
31 ERR 4 57 BB 5 BR A 3K 7R 0 T S ) AR T 10% &
32 e | B BUATRIE A SRS — b R R
BMATRNBD . 10% =
33 | EXERBERH | SHAEFERERAT RS — SRR T
Qz 5 BREEER W% | &
34 | BZHRR =R RGHAT I/ SRR 50% =3
35 | BEBARG | MALRE. EMARBERE, RONER | -
B £ 5%
36 HoTHE SMEA RS HA TR RFGRSEE | 204 h
41 | feBfEERs RSBV A 40% th
42 | BREAVEN WA B8R TR AR R T A IE 24 81 20% &
A | 43 | RERARE | ABARKBRONRERAS. THHTARK | 50% &
| *ﬁzﬁg (R EAT RS Internet 0% |
45 | HEARME | ABARKRERBESHBELIBAR | 20% =1
51 AT R LI E b & 20% i3
52 T H R RS IR A RREE | 50% &
2/ | 53 R REZBARARZEHE S ARFTZIE 80% &
KK | 54 WAL BRER 80% =]
55 MR EENEEETSR 20% th
56 Bt THER W 20% o

43 2w EARERESIHER, NPTUFRE=AEZRNRERZ R
WE#E, SERBARERRNIMEXKEEE. HELBLRAEREEEANARTTX
WiH. HELKIEY. XPHELELEA RN REEPTRAOREERS, ZLEX
HE BEMREXRIRANT, EARKAFMEEHEA L LERRK, #TaeEa
IER THRERER.



FXFREFERL F 4 FEWAILELRM L ZAE AT R L2757

43 BRI FRIEE A GRENT B KR 247 51T

PRSP ST AE KR IR SE AU » 3 B R A 7T BE P 20 b« K3 R R R,
KB S AT IAURME, e BRAEEREMXRENSFER, SARERRHKEKE
HIRTREPERK . AR BTN XS O 2 RAF R, e XU AR SRR /N BB K, AT
T el 70t R AR XU A 70 B JER ISR 4

RS 5 5 E B RARYE L IR B BRAUT WL 57 S B R 2 1 X FIRLEZ B A
PREREFEHALHREEE, HERRERRORT . KR DE. FEFHHE
B RKESRERHET —ERENNR, DRIERKR SRR ENA RN —Bit.
ARG [ S R AE R, 2 IR AR BT T HE . TR FIH RS E R ERAT
REtE, AR REFRARX A K KA BRT Rett KNI A 4 o BT 527 BT W R
R

AREERNEERRNTERE, ARERZERKIFMHRESTRAR 44 K
oA o B R B T EE AR -

xR 4.4 RRHERE
Table 4.4 Risk Matrix
TEREE

THEHE BEQ | 1®Q & (3) & 4) BE(5)
1’ 5) F(3) $(3) & 4) = 4) IR (5)

= @) %) 1 (3) F1(3) = (4) & (@)

i (3) % Q) & Q) #1(3) #1(3) @)

&) MIEQ) | €Q ®Q) F(3) $(3)

RIE(D BIEG) | BIRD) &) &) F3)

BIEX R 4.3 I EBAT R ITARG, TCUE R E I E N A& RE R
THI I B KB R R A A R R AE I AT et . MIBEE 0T, ARBH=AHRTE, ¥
P EARLUR KA AT BN, XI5 B 7 I e B % o SRR AT 18 S 4

(1) BB R E

RFFRE R E AR RIER P, EEREAER P EREEBR TETRA.
RET ZEANEFIER, REHEEDRAERFNEIE . kA asFER
FRAMZEEENBERRBRRE, ZFRERENTT N REMPGFARER
AR, RERKTEEESD.

(2) AR ER A



R X FREFLL FAFHRSFREEZHERA D AR5 5ir

AR RIEREIT N, RGEEE R P I AL S R o 5 5 7= S %=
FNARFERAA SN SRE, B AR &4 ] R RE R R A P () fR
RIK T (FE) TIAR, —RREMTREET.

5

A Azt

e
AL

B 4.1 R HE R
Fig. 4.1 Risk Matrix

(3) 13 R AR

KRR A P SR A, RAEE R P R A& R 3R R s
P B I B E AR BB 1S L T 385 97 U7 T B 97 BNUR 0 3K 40 L AR 1) R e 038 e
B EHIE, XEESRATMERER, 5 F MR/ R4 K o] F 2
BEREX, —MERETEREIF,

(4) RIZBAH

XA R - SVE R P REBEAT A, S A A P B A A P X SR B B
B EE R AE R T FBEHE#% T AT FBN RERFHNH R
FREEBATH, XEBESRATHRFTEX, WERAFMBRXNEX, —BREER
Rt b .

ZER A3, RA4AXNTMENKRHETEN, BRXRRERE 4.5,
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Table 4.5 Risk assignment table
SN% | ®E JRJ T 4 FR L AR
11 BRFERAKR | B, BB KkKS 2
zz 2| WS | GBE. S KEIRHE >
13 2 aRiigi-s FERE D, HEED), HHREEHRE 2
21 WA B i TWHEHE &K CPU. BIF. . NFEHRME 2
Bk | 22 g RERIRRE . 3008 B Sk A 5 B 2
RE | 23 | BERBARE | BHEHERBLAD. KE. Ba2 3
24 R FIP EEHT T R0 2
31 ERER S S BV IR B AR AR R T ST M T AR 2
32 o % BUA R S O BUR B — 8 KR B T
MAEERD B AR 2
T I e — MEF%&&E%&Q%%—%&%EF%% 5
S REEER
34 BZHRAR F=J7 AN R RGEHAT AR/ AR 1E 2
L Eiiﬁ%wﬁ%ﬁﬁ%aﬁﬁfﬁﬁﬂ%ﬁﬁ )
36 HeTH SN R # 4 TR 5 R SR E 2
41 MRS | ERRSETHRE 3
42 BREREN | ABARERFTBRERTRE S 8% 3
;z 13| KERER | ABARKEROM RGNS, THETAR 3
44 | RFBUGEHE Internet | (EF RIS XIER Internet 2
45 NBARME | ABAREREBUEE BMEL DA R 2
51 AR WEFHFZIA H o> & 2
52 T H A By TR R R IR H R B 4
25 53 . HMELBERAREBEE AATIHAE 4
R 54 R WA R 4
55 HEMREEAETETR 3
56 SR (3-2) 3

44 FWRAERBEERARGEEMTANEREL S

441 BRI BRERAREENT AR L HNELITE

(1) KBS BRI SR
AIFEINE o, KA GB/T20984-2007 ({5 B & E&RBIFEMIEY "R iT+&
B, FoRAanF.
KEEAE=R(A, T, V)= R(L(T, V), F(la, Va))
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FIKF AL FLH® L FAFEMAILERE LR REAA R KRR 5

He, REFZENRIHRE: ARRRSE: TRARK: VRRESE: |
RAZEFMAERNRENE: VaRFBEHBHETERE; LRIAKRFARGERN
FHSBLRLEMHMTRENY; FRILAEHRERFERNTE.

XK REITES, SHEUT=AREITERN:

THEZEEM4RERTT R

R RS B R S5 MR AL, v R F NS5t T 2 A E M RERN TR
t, Bl ZeBAMATREM=L (KK HIRE, KT =LT, V).

WHEZEFHREFERBTR R

RIFAZHIMERESHEERE, HEZ2EH—BERERERNRE, B: £
LEMERMIE-F (RENE, RF/HE™ERE) =Fda, Va).

THERKE

W H N2 EHOTREURZEF4EROTIR, HEXKRME, B &
E-R(Z2FEHHTHet, Z2FMERKHRK) =RLT, V), F(a, Va)).

(2) KBS 8 5 i -

AT E R, A TR B ST R L 4 R R SR AR
fH. R EARA:

ZEEMFREMTEEN L=T*V (4-2)

ZEEMHREFERFITR F=VA : (4-3)

RE KX {E Rn=L*F (4-4)

Wb %5 1 )UK 1 R=Max(Rn) | (4-5)
4.4.2 BEXERH 2

ZERRELRSEE: ARZLERRTETE S, MERRENIETERES
“1-57, REEMBRETERN “1-37, RBHENTETEREN “1-57,

i, 3%H GB/T20984-2007 ({5 B RERKIHEMIEEY T “HFE” WHEIH
BE, TREWVE. RENKKRERETEY “1-3757. AFEHAMELE. R4
BARKKER, BRRESRD “RREL” WS, AFERS IR 47,
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Table 4.6 Security risk calculation table
. ZEHEMN | #2FE | B4R
W ﬁ“‘ﬁ R | R4 | REMT | ek | RTW
4% IT %= BREBERE & BE | BE fett B4R 2k ]
W) (™) | (A) | LL=V*T | F(F=A | Rn(Rn=
) *V) L*F)
OpenSSH S/Key iz
4 4 12 16 192
ERMERA 3
OpenSSH GSSAPI 1
MES 4= % SHEBRFPRHFER 4 3 4 12 16 192
SRR/ 2R
&8, @k | HP OpenView Storage
MES | Z%R4% | DataProtector %% | 5 3 4 15 20 300
A% | %, EpR | SRS R
&8 37 | WAL S XY statd B 4 3 4 b 6 192
REE. & i
4y, | Oracle 2010.04 2 H
4 3 4 12 16 192
FEESI M RERH
FHEEEREMNOS
4 9 12 108
EEARARE | |
OpenSSH S/Key Z#2
4 3 2 2 14
EAMERR 3 : : 4
OpenSSH GSSAPI f&
SRERFPELER 4 3 3 12 12 144
OA R4 %8, AR
s | OABEE
A RS2 MySQL £ 14 4 3 3 12 12 144
A4
PRMEH | MySQL Community
BRPEARSS 2% | Server5.0<5.067 7 | 4 3 3 12 12 144
EEZNER
R R 04
9 9
sEmAgems | o | C | O 81

R 4T HHAERMLAIARNARGERRERFE “BRK” R4. K+ “MES
ARG REREMEN 300, REXN ERNARSEPHEBHEREFHESWREN S K “R
ENE” FE, 55 RRRE 3”7 MBEZRE “4” HR/EH B NKRE R 300; “0A
AR MEFSHRETFERSZANRRER S “4” 1 “BRKR” BHZE, E£455K
RBE “37 MBEBE “3”7 MFFHHRRALN 144, BJ56H ABCEHH 7 it &
J&, B “MES R4” KRN 196; “0A RE” RKAEN 131, HWh “h%” R&.
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Table 4.7 Level of risk table
REETEE 1~55 56~130 131~260 261~335 336~375
PN 1 2 3 4 5
LRI RAE {33 g = RE
K A8 VARG R ENKFERK 5
Table 4.8 Business system security risk classification
W& R% R REE | RRER | FE&IFH
MES £/ R GRS 28/ &0 @l
MES &% | RELRE . ARREE. 7T | 196 3 b
ENARE 2% &M E M
OA fIR%38. OA HIEEMRE 2.
BERE | wmman. wemss | ’ i

|D RS A |

MES % 4;

K 4.2 R ES T E
Fig. 4.2 Systemic risk value charts

Wi &R REFEEERNTE. 240, TUEH, EHRAHEERRENZE
R (K 4.9) K “HRE”:  “RE” RELFIFT & ELBIA 100%, XA ATE.
% 49 W& RG R RRERS

Table 4.9 Business systems security risk level statistics

R 2R 1. 2 3 4 5
FRHRIR RAE & g = 8=
W& RGERBREREE 0 0 2 0 0
WERGERKEZ BT (%) 0% 0% 100% 0% 0%
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X T E XURS B VR4 45 R BEATRT AT, RILAETR B KU PP-AS I 72 P AR E R kT
R4, MEFEA LT RN

(D YEZRIE

ST EPRPUERER, Bk ERKRHEMBIYE YT RS BT EE .
BIBARIAE S DI LB HERE. B ARENEE. PKrIASTHERMPT#RE S BiFk
RINE . RIBERES. BOMNRBM AT . BRrmE PP AR GBI
ERIE#TT, ERATYHERAEMIRRRKKER, HokeedwtEzX.

OFLE T MERMRERMBHES, REERERENSEERTIIRRE, &H.
BHAERKIEAN R

QBB IEHA REX X SRR R BT K, HEERES MR ERETT.

OHEWAEEF, RTHA, BERIGERDERAELHE TS . BT
BiE.

QRERFLE

OB PRI P 2% B K B HA R4 E B .

QOBHEMKRET REMERHRENRA—BAFE, RAKNE—EHEE.

QX EMK R & BT RAOSHITER, Nz F—H EFPAEpR UL E4E
R R BT B3 5
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5.1 B AL ERIERE ARG &R I B K= H 89 B4R

(s BT E MERAREE, £RK KSR, Mi%e HAZ0H MR
RFATRF B MXBIAERAE, SEEERIM A RSER AR, Hxtdlfs
BALTR B o 5 KB 7K 17T B S A2 B A W gt AT EH R4 XS I IF R ARG R,
FITREBREETERRE, THRE, AR, o QT H M.

B ELE B R A PSR 200 XS BT X P45 0 $h 451 R A 2 & SRR I BT 55
447, LR MR EHITRERFABEHT R, B RE RS 2L REPIFEN
R, B g3t B AT RS H SRR FI B AR

()4

VEZ2BWERE (FERERLEFRRIPEALEK) (GB/T22239-2008) =443
ZAENR, BEYBAEREE. YRR EE. BEGNEE. BN, B
IEEHMEE. BIARENRE. BIKNTERENDIRES . i aisE, BEEN
bl e BER CRBEA BB P X A Rt s TR E, B B RiE BB HER
Z2RE, FREZEMERI, HHPFE “FREQER” WIRAHESRRT =
FIBRMREH, HKZIAFRRF —RER, EBSCIESRE S LER,
B 5EE .

RExH LB il o X AT B, KUK B2 7] i B PR B3 Bl ® & X
FRZ-2RIX . e & X0 F SRR T el & R M AT YRR R A . RS EARR
BVERRERS: BT HARENERE, KEARTED, KENEFHTH
¥, BIERAKRRRE: NORBUEREI ENAGRIHUEE . BTIMSEEEE, B
VUEE PN ZBATARE A, HEHME, HUERE T EEIEETENL, k% a3
WHRESEE, FHLHRET, EREESHAYS, BEE 25 BEA, N
WEBEREE, FIEASNXERERR; SCRIUEHER LV A KESEBRAGT
BAMEES3E, NEENGHERMERS, REKREME, dSHUEETHKRH
WE (FRELZEKR); NEVLAHAMBERS, REERBRBH, RERETERBEIK
BEERNEHED (GR=ZHEX).

(2) Mg Ze M 4
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RERE . FRMEEEAR B AER 2L EREE; 28R E %M VLAN
Jrak, AR A P i 77 5

BOBDREMERBE TR, ARG TR SRR NS R EFERS
MR g Bl ATTEERMN S5 ERBEAR—F Cisco3560 WEIFIER RBERE, N
HZMBREHITIIREGHHE, RELHRM S ERERNTRNE; BENKLAR
WELBYNERRE, RELKMEOLHE, EERERNTRURRNARER
%, SRBRERAR B X OAER R, NELKMIRTEHEBITFNZE
B&, ASBFHMERNETRURABERERE; BEMKEHTZLE0PRIES, &
WAPISRIA TR Mg 28R4 4% U 1) 32 ) K M4 8 7 D94 R R 2 m AT P4
BAPP RS NRTT: EPKRIEHIAH, FEERBR. TEIL. BikiE. Mg
B LSRR BT BRI AN, RS bl O 5 P sk i) X T Web A, &
HE Web BiFREE, WNHEEMBEMERERBT . X TFREHT, FEHM
EHhHE RS RBRARES, THANENERE. ZEREZRANERHIT 5
ZHEBEFFHRE, INERSRENETRASNERERRLR.

QY EHRGEZE

ENHARRNERT, BRPMSTRERSZEE, FULERRHT ACL &
HAitt 2 &SN EREHE, 20 5 2& N ARG K U5 P, Bilinsem X
RAD AR AR BEANPILE S, BRI FTR N RE RS BEAT IR, G BE
ViR BRIV . PiRE Nk 55 2030 55 b 45 R 2528 2 [R13EAT 6 el 45 @ ST R A U5 ) B4R s
B 5 IR 5 B B R F R385 1 SRS, RAEAE P4 & A ik i R AR 5%
R EEEH; BT SRR R RS F L EB MK R T2 miEid o 5 Mok AT i
B, HEHBRATRES. ZOBIRENERBHILRET, DBENEEEBEARE
B R MR R AR SRR fl: AFERNSTLBEAN—F Cisco3560 #%&
FALE B8 PR RS AR

MDA FEEY REHRE, BRAVEESE: B R AETLRMHEOARE
Bi ki, B KIEEE T V5 aishI5eE &k NAT BB, IR S8BNELEEMRE
WEZERE. MEXMEREWAFRTHHER, BREHARF 2FEER, BX
BATHAR G, ZEBRAR—MHP2%E, ®ET console F telnet F1EF 4.
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54 PBTHREKN. AARAMNAXRRANERRERE.

52.1 BEREERR

(B R AN AERG R AN B2 A TENRNEAKE. RIEA T ANEL
FR, BT EN A RIS )

) RGNS

R 5 U F R g6 P 5 Ol 25 o P R AeH) f i . EARDL R E B
B, RGHITE LSRN

@) B

M 2 AR — A BRSNS RAMRSHFKE, %2HATS2R
P, SABEE R A RS RGBSR

B BRI 4 2 A B 25 T e B R RN 55 R GRS A%, BT
%A B REUR FREE 2 A 1
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FARHERRIE), MEFENEEENEERLETEFEEATE, HTRMEXZS
PLFEREIAT: B R ST SN BITNRAIRE . 21, WlEREESR; fifs
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Q) AR ZeER

T EBFENARGERZLENTRIEE, BUMBRE ALERLIEIT. &R
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